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NATIONAL KEY POINTS (NKP) SPECIFICATIONS

1. SCOPE OF WORK

1.1 From the effective date of the agreement with the service provider, the service provider shall provide the department of XXXX with the required services and expertise as set out in the agreement. 
1.2 The Services of a trained NKP security service provider are required by the department to perform duties at the Department offices, which include XXXX. It is mandatory for a service provider to have an operating control room facility within a hundred (100) kilometer radius for each of XXXX NKP sites at the contracting stage. 
1.3 The security services shall be provided on the premises as follows:
1.3.1 Access and Egress control
1.3.2 Guarding and Patrolling of the premises 
1.3.3 	Protection of assets, personnel and the premises
1.3.4 	Control room operations:
· Monitoring of CCTV Cameras
· Control room administration duties
· Handling emergencies in the building
· Conduct risk and threat assessments around the premises
1.3.5 	Loss control- The control of equipment leaving and entering the premises
1.3.6 Ad hoc services outside this agreement will be delivered by the same Service Provider:
· Special events at XXXX offices,
· Guarding Outside Offices
1.3.7 The XXXX office will require a 24/7-armed response.
The office has been fitted with the intruder alarm system and two panic buttons for the employees, and these must be linked to the control room of the service provider. The specific duties of security service provider in respect of the premises shall be as described in the Departmental Standard Operating Procedures (SOP’s). The SOP setting out the specific duties of the security service provider shall be complied with by the service provider at least a week before the Services commence. The said SOP- may be amended from time to time, with the agreement by both parties.
1.3.8 Guards at Departments are Grade C guards - NKP Trained guards are working at NKPs.

2. REGULATORY REQUIREMENTS
Bidders are to provide physical security services in line with the following legislation: 
2.1 National Key Points Act 102 of 1980.
2.2 The Control of Access to Public Premises and Vehicle Act, 1985, Section 2, 3 and 4. The application of the Criminal Procedure Act, Act 51 of 1977, Section 20, 23(b) (as amended in the Criminal Procedure Amendment Act, 33 of 1986) Section 24, 29 and 42 (as amended in the Amendment of the Criminal Law Amendment Act, 59 of 1983) as well as Section 46, 49, 50 and 51
2.3 Section 13 of the Constitution.
2.4 The Firearms Control Act 60 of 2000, section 10, 34, 90 and 106.
2.5 Private Security Industry Regulation Act 56 of 2001.
2.6 Protection of Information Act 84 of 1982.
2.7 Trespass Act 6 of 1959.
2.8 Occupational Health and Safety Act 85 of 1993; and Protection of Assets.
2.9 Protection of assets.
2.10 Registration of Service Provider with SAPS Protection Services Regulator. 
This policy is informed by and complies with the following applicable national legislation, national security policies, and national security standards: 
2.11 Constitution of the Republic of South Africa, 1996;
2.12  Control of Access to Public Premises and Vehicles Act 53 of 1985;
2.13 Criminal Procedure Act 51 of 1977;
2.14 Trespass Act 6 of 1959;
2.15 Firearms Control Act 60 of 2000;
2.16 Occupational Health and Safety Act 85 of 1993;
2.17 Protection of Constitutional Democracy Against Terrorism and Related Activities Act  33 of 2004;
2.18 Public Finance Management Act 1 of 1999;
2.19 Public Service Act 103 of 1994;
2.20 Private Security Industry Regulations Act 56 of 2001;
2.21 Protection of Information Act 84 of 1982;
2.22 Protection of Personal Information Act 4 of 2013;
2.23 Protected Disclosures Act 26 of 2000;
2.24 National Strategic Intelligence Act 39 of 1994;
2.25 Electronic Communication and Transaction Act 25 of 2002;
2.26 Electronic Communications Security (Pty) Ltd Act 68 of 2002;
2.27 National Archives of South Africa Act 43 of 1966;
2.28 Labour Relations Act 66 of 1995;
2.29 Justice of the Peace and Commissioner of Oath Act 16 of 1963;
2.30 Promotion of Access to Information Act 2 of 2000;
2.31 Safety at Sports and Recreational Events Act 2 of 2010;
2.32 Disaster Management Act 57 of 2002;
2.33 Regulation of Interception of Communication and Provisions of Communication-related Information Act 70 of 2002 and National Building Regulations and Building Standards Act 103 of 1977.
2.34 Minimum Information Security Standards (MISS), 1996;
2.35 Minimum Physical Security Standards (MPSS), 2009;
2.36 National Vetting Strategy for South Africa, 2006;
2.37 SACSA/090/1/ (4) Communication Security in the RSA; and
2.38 ICT Policy and Standards: Part 1 & 2 (SSA).
2.39 National Main Agreement - Bargaining Council for the Private Security Sector
2.40 Minimum Information Security Standard (MISS)
2.41 Firearm Control Act
2.42 Protection of Personal Information (POPI) Act
2.43 South African Revenue Service (SARS) Compliant
2.44 Labour Relations Act
2.45 Protection of Information Act 84 of 1982

3. PERSONNEL REQUIREMENTS FOR PHYSICAL SECURITY
The scope of services shall include without limitation the following:
3.1 Provide ten (10) NKP Security personnel for Day shift consisting of 2 x Grade B who will operate as shift supervisors and 9 x Grade C Security Officers.
3.2 Provide eight (6) NKP Security personnel for Night shift consisting of 2x Grade B who will operate as shift supervisors and 6 x Grade C Security Officers.
3.3 The total number (10) security officers exclude the relievers.
3.4 The service provider must provide relievers on as and when required to guarantee the requirements and all relievers must be properly vetted in time. 
3.5 All security officers shall be trained and knowledgeable about the department of XXXX procedures, protocol, and Standard Operating Procedures (S.O.P). In addition, the graded staff will be responsible for the following;
3.5.1 Grade B security officers who will operate as shift supervisors.
3.5.2 Grade C security officers as per the NKP Act and patrol inside and outside the premises, including the main security control centers, entry and exit points.

4. PERSONNEL REQUIREMENTS FOR EMERGENCIES
4.1 The appointed service provider will be required to provide security personnel for emergencies like demonstrations and riots on an as-and-when-required basis on the same terms.
4.2 Establish emergency response plans, including lockdown procedures, evacuation protocols, and first-aid measures.
4.3 Security teams are required to have fire extinguishers, first aid kits, and communication devices. Monthly emergency simulation drills to be conducted/led by a government institution with support from security officers. Fire extinguishers and first aid kits are provided by the government institution. Service providers must ensure that security officers who are placed on-site are trained in first aid and firefighting.
4.4 Monthly emergency simulation drills must be conducted.

5. EXPECTED DELIVERABLES
Provide a security management function at the premises which will include access, parameter control at premises and escorting of personnel and/or members of the public as and when required, and general crime prevention measures as instructed from time to time.  This service will include the management of all security systems installed by the department of XXXX, as well as the execution of the department of XXXX’s security policies and procedures.
5.1 CHARGES AND SETTLEMENT OF ACCOUNTS

5.1.1 	The fees payable by the department to the service provider for the security services rendered in terms of this agreement shall not be less than in accordance with the statutory wages prescribed by the relevant Act.
5.1.2 	The prices should be based on the latest PSIRA published rates. 
5.1.3 	The service provider shall, at or before the end of each calendar month submit an invoice to the department of XXXX, to be certified by both the service provider and the department of XXXX as correct, specifying the services rendered during that current month and detailing the amount due and payable to the service provider. Value added tax shall be shown separately on each invoice for all vat-able items.
5.1.4 Payment for the security services shall be made by the department of xxx to the service provider within thirty - (30) days after the receipt of valid invoice.
5.1.5 	Should there be any error in the invoiced amount that shall be corrected on the following monthly invoice submitted by the service provider.
5.1.6 	The service provider shall at or before the end of the month submit a statement to the department of XXXX in respect of services rendered to the department of XXXX in that current month in terms of this agreement.
5.1.7 	The department of XXXX will be credited with the amount equal to the services not received during the month of the statement.
5.1.8 At least two (2) calendar months prior to a statutory rate increase, the parties shall meet in an effort to agree upon the price in respect of the provision of security services by the service provider for the subsequent 12 months.

6. ACCESS TO PREMISES

6.1 Subject to the department of XXXX security measures, the department of XXXX shall grant the service provider and its employees’ access at all reasonable times to the premises so that they may carry out their duties in terms of the contract.
6.2 The service provider shall ensure that its employees are fully aware of the department of XXXX security measures and regulations and that they shall subject themselves to such rules and regulations, including searches.
6.3 The department of XXXX shall provide the service provider with all the necessary keys and access facilities, free of charge, so that the relevant workers may execute their duties in those areas of the building where they have to carry out their function in terms of the contract.
6.4 National Key Points as well.
6.5 Standard Operational Procedures concerning Access (should be in line with SAPS SOP)
7. GENERAL PATROLS AND FUNCTIONS OF THE SERVICE PROVIDER

7.1 The Service Provider must execute the following:
7.1.1 Ensure security officers on foot conduct patrols as per control monitoring equipment on site. Security shall conduct patrols as per the department of XXXX Standard Operation Procedures.  These patrols shall be required every day from Monday to Friday between 18:00 and 06:00, and over weekends and public holidays.
7.1.2 	Control and supervise all personnel on duty.
7.1.3 	Ensure that personnel are deployed at required sites on time and in correct attire or uniform.
7.1.4 	Report any emergencies and possible illegal activities that could arise to the department of XXXX Control room with immediate effect.
7.1.5 	Provide particular attention to all boundaries and possible approach and/or escape routes which may be used by undesirable persons.
7.1.6 	Ensure security officers are in possession of their identity certificate or permit and necessary equipment at all time in order to perform their duties as required.
7.1.7 	Ensure that all security officers used in these patrols are trained in the proper use of handheld two-way radio sets. 
7.1.8 	Ensure that all security officers at all times are capable of conveying salient details of incidents or reporting such incidents.
7.1.9 Propose recommendations to the department of XXXX with the possible improvements or preventative measures relating to security issues relevant to a site.
7.1.10 	Ensure a supervisor is on duty and available at all times.
7.1.11 	Ensure that an up-to-date security officers’ attendance register is maintained.
7.1.12 The guards must wear uniform all the times including weekends.
7.1.13 At most of the Departments, even in the provinces when speaking to the guards it was mentioned that they only receive 2 sets of Uniform when starting duties and then have to take care of it for the duration of their service.
7.1.14 This is an issue at most Departments and maybe something which you can also look into.
7.1.15 At several Departments throughout the country, it was noticed when auditing that equipment is not working e.g. radios, torches, handheld metal detectors.
7.1.16 It is noticed in our last Province - Walkthrough Metal detectors been switched off as the VIP complained about the sound it makes.





8. GENERAL CONTROL ROOM DUTIES

8.1 Bidder shall ensure that:
8.1.1 Security officers’ issue and receive pre-approved department of XXXX vehicles after hours, weekends and Public Holidays as per Standard Operating Procedures.
8.1.2 Security officers shall manage telephone exchange outside office hours.
8.1.3 Security officers shall monitor all alarms including fire alarms etc.
8.1.4 Security officers shall monitor CCTV surveillance system.
8.1.5 Security officers shall perform all other duties as per Standard Operating Procedures of the department of XXXX .
8.1.6 The Control room should also be in line with the MPSS

9. GENERAL ACCESS DUTIES

9.1 Security officers shall manage front door and rear door access points as per Standard Operating Procedures.
9.2 Security officers shall monitor and control all gates and access points of the building as per Standard Operating Procedures.
9.3 It should be in line with SAPS SOP.

10. ADDITIONAL REQUIREMENTS

10.1 The service provider must provide his own occurrence books and any other registers and stationery required to perform their duty, which will subsequently be department of XXXX property.
10.2 Contingency plan will be guided by the department of XXXX and will be executed by the service provider during emergencies.
10.3 Additional Security Officers may be required on an ad-hoc basis.  A fixed rate per hour must be quoted for (Casual guarding).
10.4 The service provider will provide management structure for the site.
10.5 Rates quoted for equipment shall be calculated on twenty-four (24) hour shifts, except for equipment utilized in patrols. 
10.6 Rates quoted for security personnel shall be calculated on twelve (12) hour shifts.
10.7 A minimum quoted in one (1) of baton, set of handcuffs, 9 mm Pistols, Shotgun, action, two way Radio, Base radio, Active patrol system are required per site. (Refer Annexure xxx)
10.8 Charge-out tariffs shall be reviewed annually and agreed increases shall become effective from 1 September each year.
10.9 It is a specific requirement for this site that the switchboard and reception area will be manned by the service provider after hours on weekdays (17H00 PM-08H00 AM, weekends and public holidays.
10.10 Batons, pepper spray, bulletproof, hand cuffs should be guard specific - not one per site
10.11 At least have a set in the control room and then also at access points and with the patrol guard

11. ROVING PATROLS

11.1 To increase the effectiveness of security personnel, the service provider may be requested to provide roving patrols. These patrols shall be required to randomly patrol the area, supervise all posted security personnel, carry out irregular inspections of security personnel and provide quick assistance to security personnel when incidents occur.
11.2 This service shall be carried out in such a manner to ensure the effectiveness in maintaining alertness of security personnel and prevention of theft.
11.3 When the service of additional security personnel is urgently required, the service provider shall provide the additional services at the same rates quoted for, within a time agreed upon between the department of XXXX and the service provider but not later than twenty-four (24) hours after the request has been received.
11.4 The additional services shall be provided for a period as agreed upon by both parties.
11.5 The service provider shall monitor operational CCTV camera images.
11.6 The service provider shall ensure Control room administration and communicate with internal departmental functionaries and contractors with regards to department of XXXX rules / regulations.
11.7 The Service Provider will be expected to enter into a Service Level Agreement with department of XXXX over and above contractual agreement. All personnel to be deployed to site are expected to sign non-disclosure agreements.
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